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O manpas/sieHuu HHPOPMAITUU

JlemapTaMeHT TOCy/IapCTBEHHON TIOJIUTHKH B cdepe o0mero obpa3oBaHUA
MuHoOpHayku Poccum HampaBiseT JUIsi CBelieHHs pa3paboTaHHble BpemeHHOM
komuccuei CoBera ®exepanmu 10O pa3BUTUI0 WHGOPMAIMOHHOTO 0OIIecTBa
METOINYECKHEe pPEKOMEHAIMKU O pa3MellleHNHd Ha WHQOOPMANMOHHBIX CTEH/AAX,
oDUIMUANBEHBIX  WHTEPHET-cAaWTaX W JpYIuX  WHGOPMAIMOHHBIX  pecypcax

O6[[!€O6[2&30BaTeJIbHI>IX O[!I‘aHI/IBa[!I/Iﬁ 1 OpPraHOB, OCYIIECTBJAAIOIMWX VIIDABJICHUE B
cglgepe o6pa3013aH1/1;1, HHSI}O[!M&[!I/II/I 0 6e30macHOM IIOBEJCHHWH W HMCIIOJIb30OBAHHUHU CETHU

'UnuTtepHer”.

Hupekrop [lenapramenTta
A.E.Iletpos
IIpunoxenue

[Ipunoxenue. Metoimueckre peKOMEHIAlIMU O pa3MellleHUN Ha NHGOPMAIIMOHHBIX
CTeH/1aX, 0NN AIbHBIX UHTEPHET-CAUTaxX U IPYyTUX UHPOPMALIMOHHBIX pecypcax
00111600pa30BaTeILHBIX OPTaHU3AIUI U OPTaHOB, OCYIIECTBIIAIONINX YIIPABJIEHUE B
cepe obpazoBaHus, HHGOPMAITUH O OE30IIACHOM ITOBEJIEHUH U UCITOJIb30BAHUY CETH
"NuTepHet"

JkcriepramMmu U wieHamMu BpemenHolt komuccuu CoBera Penepaniyu 1Mo pasBUTHIO
“HOPMAIMOHHOTO 00IIEeCTBa B paMKaX BHIMOJIHEHUSA PEKOMEHIAIUI MapIaMeHTCKUX
CaymiaHu# "AKTyaJIbHBIE BOIIPOCHI obecrieueHUs1 0€30MacHOCTH W PAa3BUTHUS JIETEU B
“HOpPMaMOHHOM IpocTpaHCcTBe", KoTopble mponutd B CoBete @enepannu 17 ampeis
2017 T., ObUTH pa3paboTaHbl MeTOJAUYECKHE PEKOMEHJIAIUM O pa3MeIlleHuH Ha
UHGOPMAIIMOHHBIX  CTEHZAX, OQUIIMATBbHBIX  HHTEPHET-CAUTaX U  JIPYTHX
WHOPMAIIMOHHBIX pecypcax o001eo0pa30BaTeIbHBIX OPTaHU3AIUH W OPraHOB,
OCYIIIECTBJIAIONINX yIpaBjeHne B cdepe obpazoBanus, nHpopmanuu o 6e301macHOM
TIOBEJIEHUH U UCII0JIb30BaHUHU ceTH "VIHTepHeT" (/1a1ee - MeTOAUYECKEe PEKOMEH/TAINHN).

MeTtoiyeckrie pPeKOMEH/IAIMN HAIlpaBJIEHbl HA KayeCTBEHHOE IIOBBINIEHUE YPOBHS
WHDOPMAIIMOHHOU JeATeIbHOCTH 00Ie00pa3oBaTebHBIX OPTaHU3AUN U OPTaHOB,
OCYIIIECTBJIAIONINX yIpaBieHHe B cdepe 00Opa3oBaHUsA, B YACTH HHGOPMHUPOBAHUSI
y4damiuxcs, Ux poauTesel (3aKOHHBIX IPeCTaBUTeNEel) U TeZJarOTUIECKUX PAa0OTHUKOB
00 OCHOBHBIX acreKkTax HGOPMAIMOHHON O€30IIaCHOCTH.

Meroauueckrie PEKOMEHJAIUH IO3BOJIAT O0IIe00pa30BaTEbHBIM OpPraHU3ANUAM U
opraHaMm, OCYIIECTBJISIOIINM yIIpaBjieHUe B chepe 06pa30BaHUs, AKTYAIM3UPOBATH YIKE
HCHOJIb3yeMble U pa3MellleHHble UH(POPMAIlMOHHBbIE MaTepHUAJIbl, TAK U IIOATOTOBUTD UX
B CJIy4yae UX OTCYTCTBUS C yU€TOM JIyUIINX IPAKTUK U PEKOMeEH/IAIHi.

B pamkax MeToguUeCKUX peKOMeHAANN paccMaTPUBAIOTCA CJIeAyIOIIe MHCTPYMEHTHI:
1. ”HQOPMAITUOHHBIE CTEH/IbI;

2. opuriuasbHble UHTEPHET-PECYPCHI;
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3. cpeacTBa MaccoBou MHGoOpManuu (IIIKOJIbHBIE TA3€Thl, IMeAarornyecKue U3IaHus U
AApYTHE).

NHdopmMaunoHHbIE CTEHAbI

Ha wHpopMamuoOHHBIX CTeHZAaxXx B  00Ieo0pa3oBaTe/JbHBIX  OpPTraHU3AIMAX,
pAaCIoIOKEHHBIX B (polie yupexxkJIeHnd U B KaOuHeTaX, OCHAIEHHBIX IMEPCOHATTLHBIMH
yCcTpoHicTBaMHM JIIA  BBIXOAAa B ceTh 'HTepHET', pEKOMEHJyeTCsl pPa3MeCTUTh
WHPOpMaIMOHHbIE TAMATKH, COJiep)Kalllie OCHOBHBIE COBETHI II0 00OecIeYeHUI0
WHOPMaIMOHHOU O€30TIaCHOCTH YYAIIHXCA.

B IPUJIOKECHHN N9 1 K MEeTOANYECKUM PEKOMEHAATTUAM IIpEACTAaBJICH O6p3.3€H IIaMATKH
AJId pasMelnleHuA Ha I/IH(I)OpMaHI/IOHHI)IX CTeH/JaX.

Cpeactea maccoBon MHG OpMaLnm

B cpencrBax wmaccoBoil uHGOpPMANW{, OPUEHTHPOBAHHBIX HAa O0yJaroI[UXCs,
PEKOMEH/IYEeTCSl B Te€UEHHE YI4eOHOr0 To/la PETYJIAPHO IIyOJIMKOBaTh HH(MOPMAI[MOHHbIE
MaTEPHUAJIbI, TIOCBSAIIEHHBIE OT/IEJIbHBIM acleKkTaM WHQOPMannoOHHOM 0e301acHOCTH, a
TaK>Ke pa3/InYHble MaMATKHU O0IIero XxapakTepa.

B cpexncrBax wmaccoBoul wuHQOpMAIUM, OPUEHTHUPOBAHHBIX HAa II€JaTOTUYECKYIO
OOIIIECTBEHHOCTh, PEKOMEH/IyeTCsI B TeUeHHe KaJIeHJApPHOTO Tofia PETYJIAPHO
myOJIMKOBaTh WH(OpPMAIMOHHBIE MAaTepHaJsIbl, MOCBAIIEHHbIE OTAEJIbHBIM acIeKTaM
MHOOPMAIIMOHHOHN 6e30macHOCTH KaK HECOBEPIIEHHOJIETHUX, TaK u
00111e00pa30BaTe/IbHBIX OpPraHU3aIUi, a TaKKe pas3jIndHble IaMATKH, 0030pbI
HOPMAaTHBHO-IIPABOBOTO PETYJINPOBAHUSA JaHHOU cdepbl ¥ MHGOPMALHIO O AKTyJIbHBIX
MEepOIPUATUAX U COOBITUAX B IAHHOH cdepe.

B xonie mpoBeaenusa EprHOr0 ypoka 1mo 6e3omacHoOCTH B ceTu "VIHTEpHET" peKOMeH/IyeTcst
obecrieunTh BBIMTYCK TEMAaTHUYECKOTO BBIMIYCKA CPeJICTBA MaccoBOU wHGopMauu Jubo
cepuu IyOJaIuKaIui, cped KOTOPhIX PACCMOTPETh OPTAaHU30BAaHHBIE MEPOIIPUATHUS JJIs
o0yJamIuxcsa, WX pojauTesiell (3aKOHHBIX IIpE/ICTABUTENIEH) U IeJaroruyecKou
00II1eCTBEHHOCTH.

OdvmumanbHble IHTEpHeT-pecypcesbl

OO111e00pa30BaTeIbHBIM OpPraHU3AlUAM PEKOMEH/yeTcsl Ha CBOUX OQUIIHMATBHBIX
VHTepHeT-pecypcax  obecrieyuth  (GQYHKIIMOHUPOBAHHE  CAMOCTOSATEIBHOTO U
CHerUaIN3UpOBaHHOrO paszena "MudopmannonHas 6e3omacHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETDh Pa3MelleHHe caeaAyIomel nHpopMaIu:

dopmar
N Paznen/monpaznen MpeACTaBICHUS ConeprxaHue MaTepuanoB
MaTepuaioB
Pa3zmematorcss Komuu JOKYMEHTOB
JloxanbHbie K T.€ mCKaHI/I OBaHHBIfIH yBa I/IaH”li
1. | HOPMATHBHBIC aKTBHI B oona HZI;}gdgHTOB ’ z[.01.< MEHTa P COOTBETCTB Ilc))umﬁ
Mar
chepe obecneyeHuUs (opmare Y ’ Y
. TpeOOBaHUAM K rnapaMeTpam
uH(OPMAIMOHHON
CKAaHUPOBAHMSI. Pazmematorcs
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0e30macHOCTH JOKYMEHTHI, perIaMeHTHPYIOIIHE
o0yyaromuxcs OpraHU3aIHIo u paboty c
NIEPCOHAIBHBIMHA  JTAHHBIMHU, ILIAHBI
MEpONpUITHIL 1O  OOECIEYEHUIO
uH()OpMaAITMOHHON 0e301acHOCTH
00y4JaroImuXCsl U IPyTHE.

[TyOnuKkyroTcst aKTyalbHble CBEACHUS
0 (eneparbHBIX WU PETUOHAIBHBIX
3aKOHAX, IMMCbMAaX OPraHOB BJIACTH U
pyrue HOPMaTUBHO-TIPAaBOBBIE
JIOKYMEHTHI, perIaMeHTHPYIOIINE
HopmaTtusHoe Konuu noxkymMeHTOB B | obecrieueHue UH(POPMALMOHHOM
peryJInpoBaHue dopmare *PDF 0€30I1aCHOCTH HECOBEPILIEHHOIETHUX.
Honyckaercs BMECTO KOITH
pa3Mmerarb TUIIEPCCBHIIKU Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
caiTax OpraHoB TOCYJapCTBEHHOU
BJIACTH.

Pa3zmemarorcs METOJIUYECKUE
Texkct Ha cTpaHuie | PEKOMEHAALMU u YKa3bIBaeTCs
caiita uHbOpMaIlUsE O  MEPOIPHUATHSIX,
MPOEKTaX u MporpamMmmasx,
Konuu 10oKymeHTOB B HaIlpaBJICHHBIX Ha MOBBILICHUE
dopmare *PDF UH(pOPMALIMOHHON IrpPaMOTHOCTH
NeJaroru4eckux pabOTHUKOB.

[Tenarornueckum
pabOTHHUKAM

Pazmemaercs nH(popMaloHHas
nmamsTka (mpuioxkeHue Ne 2) w
Ka3bIBaETCS nHpopManus 0
Tekct Ha cTpaHuLE Y opman
4. | Obyyarommmcst caiita MEpONPHUATHSIX, IIPOEKTax u
nporpaMmax, HamlpaBJICHHBIX  Ha
TTOBBIIICHHE nH(pOpMaAITMOHHOM
TPaMOTHOCTH O0YyYarOIINXCS.
Ponurenam
5 (3aKOHHBIM Texcr Ha crpanune | Pazmemaercs nH(popMaloOHHAas
" | npencraBuTensim) camra naMsTka (mpuiioxkenue Ne 3).
00yyJaronmxcs
Pazmemaercs uH(popMaIus 0
PEKOMEHTyEMBIX K HCITOJIb30BAHUIO B
Herckue Oe3omacHeie | TekcT Ha CcTpaHUIE
6. ydeOHOM  Tmpolecce  Oe30MacHBIX

CalThI caira N
caifrax, OaHHEpHI 0e30MacHbIX

JIETCKHUX CalTOB.

OpraHam, OCyIIecTBJIAIIINM yIpaBjieHUe B cdepe oOpa3oBaHUsA, PeKOMeHJlyeTcs Ha
cBoux opunuanbHbix  HTepHeT-pecypcax  obecrneuuTh  (PYHKIUOHUPOBAHUE
CaMOCTOATEJIPHOTO W CHEIUJIN3UPOBAHHOrO  paszzena  "VHdopmanunoHHas
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0e30macHOCTH"', B paMKaX KOTOPOTO IIPEAYCMOTPETh pa3MellleHue CIeAyIen
nHpopManuu:

[Ipunoxenue N° 1

[Tpuoxenue 1. [TamsaTka 151 oOygarouxcsa 00 nHGOPMAIMOHHOKU 0€30ITaCHOCTH
nereu
HEJIb34

1. Bcem moaps coobmmaTh cBOK YacTHYI0 WH@opManuio (Hacrosmue uMs, GaMuInio,
tesieOH, azpec, HOMEP IIIKOJIbI, a Tak:Ke ¢GoTorpaduu CBOU, CBOEH CEMbU U JIpy3€eH);

2. OTKpbIBaTh BI0KEHHBIE (PailyIbl 3JIEKTPOHHOU MOYTHI, KOT/|a He 3Haelllb OTIIPABUTEJIS;
3. I'pyOuts, IpuaupaThCs, OKa3bIBATh AABJIEHUE - BeCTU ce0s1 HEBEXKIIMBO U aTPECCHUBHO;

4. He pacnopszkaiicss eHbraMu TBOel ceMbU 0e3 paspellleHHus CTapIIuX - BCETZa
CIIpaIIuBail poiNTEJIEN;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU JKU3HU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEpS€IIb.

OCTOPOXKHO

1. He Bce nmumyt npasay. Yutaemb o cebe HenpaBay B MHTepHeTe - co00IH 006 3TOM
CBOUM POJIUTEJISIM WJIH OIIEKyHaM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OOMEHHUBATHCSA - IIPOBEPH, HET JIU TO/[BOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerna pacckaspiBaii B3pocJibIM O IpobJieMax B CeTU - OHU Beerzia IIOMOTYT;

5. Wcnonp3yit HACTpOUKM 0€30IacHOCTH U IMPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
aKKAYHTBI B COIICETSIX U APYTUX IMOPTaJIaX.

MOYKHO

1. YBaxkall Ipyrux IoJib30BaTesei;

2. [Tosp3yernbess ITHTEpHET-UCTOYHUKOM - JleJIall CChIIKY Ha HETo;
3. OTKpbIBaM TOJIBKO T€ CCHIIIKU, B KOTOPBIX YBEPEH;

4. ObmaThes 3a MOMOIIBI0 B3POCIIBIM - POJIUTEIIH, OTIEKYHBI U Q/IMUHUCTPAIUSA CAaUTOB
BCerJia IOMOryT;

5. ITpoiiau oOyueHue Ha carite "CeTeBUYOK' U OJIyYH ITACIOPT G POBOTO rpakaHuHA!



[Ipunoxenue NQ 2

[Tpunoskenwue 2. MTHGOpManoOHHA TAMATKA JIJIsT 00yJarOIUXCs /I pa3MelleHus Ha
odHUIIATbHBIX MTHTEPHET-PECypcax

C kaXbIM TOZIOM MOJIOZIE?KH B MHTEPHETEe CTAHOBUTCA OOJIbIIIE, a MIKOJIbHUKU OJHU U3
caMbIX aKTUBHBIX I10JIb30BaTesiell Pynera. Mexy TeM, IOMIMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEpDHET HeceT M IpoOsieMbl. JTa IMaMsATKAa JOJDKHA IMOMOYL Tebe
0e30IMmacHO HaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYyChI

KoMnpioTepHBII  BHpPYyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX  IIPOTPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WU IOJHOCTbIO YHUUTOXKUTH BCE
daiiel ¥ AgaHHBIE, IOAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMMEHH KOTOpPOro ObLia
3amyllleHa 3apakeHHasd MpOorpamMmMa, a TakKe MNOBPeJUTh WM JlaKe YHUUYTOXKHUTH
OIEpalMOHHYI0 CHCTeMYy cO BceMH aillaMu B 1eJioM. B OOJIBIIMHCTBE CIy4aeB
pacIpoCTpaHAITCA BUPYCHI Uepe3 NUHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX IPOTPaMM:

1. Mcnionip3yii coBpeMeHHbIE OllepallMOHHbIE CUCTEMbI, UMEIOIUe Cephbe3HbI YPOBEHD
3alUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. IlocrossHHO ycTaHaBMBai maut (IU¢pOBbIE 3aIIATKA, KOTOPbIE aBTOMATHYECKH
YCTAaHABJIUBAIOTCA C IEJbI0 JOPa0OTKU IPOTrpaMMBbI) M JIpyrhe OOHOBJIEHUs CBOEU
omepanuoHHOU cucteMbl. CKaumBall UX TOJIPKO € O(PUIIMAIIBLHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. PaGoTrait Ha cBOeM KOMIIBIOTEDE II0/] TPaBaMU I0JIb30BATEsA, & He aIMHHUCTPATOPA.
ITO He MO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX IIPOrPAMM WHCTAJLIUPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMITBIOTEDE;

4. Mlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE IIPOJIYKTHI M3BECTHBIX IIPOU3BOJIUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub puU3NIeCKU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcniosip3yii BHeNIHKE HOCUTeIU NHOpMAaLY, Takue Kak dienka, JUCcK win daii us
WHTEpPHEeTA, TOJIbKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaill KOMHObIOTepHBIE (ailbl, MOJIyYeHHbIE U3 HEHaJeKHBIX MCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIe MPUCIAT TBOM 3HAKOMBIH. Jlyullle yTOUHU y HETO, OTIIPABJIA
JIN OH Tebe uX.

Certu WI-FI

Wi-Fi - 9To He Bu/I lepeiayun IAaHHBIX, He TEXHOJIOTHS, 4 BCETO JIUITb OpeH/ 1, Mapka. Eme
B 1901 TOAy HUJepJaHJcKasg KoMHOaHWA 3aperucrpupoBasia Opena "WECA", uro
oboznauanmo cimoBocoueranue "Wireless Fidelity", xoropsiii mnepeBoguTcs Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hamiero BpeMeHHU JomnUIa Apyras abOpeBwaTypa, KOTOpas fABJAETCA TAKOH Ke
TexHosiorueil. To abbpeBuarypa "Wi-Fi". Takoe HazBaHMe OBLIIO JAHO C HAMEKOM Ha



CTaHAAPT BbBICHIEW 3BYKOBOW TexHUKH Hi-Fi, uTo B mepeBojse o3HauvaeT "BBICOKASA
TOYHOCTH .

Jla, GecriaTHBI UHTEPHET-IOCTYI B Kade, OTEeJISIX U a3pOIOPTaX SABJAETCA OTIUYHOU
BO3MOXKHOCTHIO BBIXOZIa B UWHTepHeT. HO MHOTHME BSKCHEPTHI CUUTAIOT, YTO
obmenoctynabie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 110 6€30ITaCHOCTH pabOTHI B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBol JIMUHYIO HHMoOpMaiuio udepe3d obmenocrymabie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAapPOJIU JOCTYIIA, JIOTUHBI U KAKUE-TO HOMEpa;

2. Mcnosp3yit 1 0OOHOBJISIH aHTUBUPYCHBIE IPOrpaMMBbI B OpaHamayep. TeM caMbIM ThI
obe3ormacuiib cebsi OT 3aKauyKy BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonpzoBanuu Wi-Fi orkmoun ¢ysknuioo "OOmmui goctyn K daiiam u
npuHTepaMm'. JlaHHas QYHKIHUA 3aKpbiTa [0 YMOJIYAHHIO, OJIHAKO HEKOTOPBIE
II0JIb30BaTEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOJIb30BAHUSA B paboTe Wi yueoe;

4. He ucrionp3yit nmyosmmunbii WI-FI 1 miepesiaum JIMYHBIX JAaHHBIX, HAIIPUMeEp IS
BBIXO/Ia B COIJMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I10YTY;

5. Mcnonp3y# Tosibko 3amuineHHoe coenuHenue uyepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-azpeca BBoM UMeHHO "https://";

6. B wmobwibHOM Tenedone otrmoun Gyaknuio Tlogwiouenue k  Wi-Fi
aBromarnuecku”. He /omyckali aBTOMaTUYECKOTO IMOAKJIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuasibHbIE CETH

CormuasibHbIE CETH AKTUBHO BXOJAT B HAIITY 3KU3Hb, MHOTHE JIIOAY PaOOTAIOT U JKUBYT TaM
IMOCTOSTHHO, a B Facebook yske 3aperucrprupoBaH MUJLIHAD]] YEJIOBEK, UTO SIBJISETCS
OJIHOI CEeIbMOU BCEX >KHUTeJieH IIaHeThbl. MHOTrHe II0JIb30BaTeJd He IMOHMMAIOT, YTO
nHpopManus, pas3MellleHHas UMH B COIHMAJIbHBIX CETAX, MOXKET ObITh HalijleHa U
HCIOJIb30BaHa KEM YTOTHO, B TOM YHCJIe He 00s3aTeIbHO ¢ 0JIariMu HaMePEHHUSMH.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHOUCOK Jipy3edl. ¥ TeOs B JPy3bsiX He JOJ/KHO OBITh CIIyJalHBIX H
HE3HAKOMBIX JIIOJEel;

2. 3amuiai cBOI YacTHYIO ku3Hb. He ykaswpiBail maposu, TenedoOHBI, agpeca, JaTy
TBOETr0 POXKJEHUS U [APYIyl0 JWUYHYy0 WHoOpManuo. 3JIOyMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Aa)ke HWHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
MPOBECTU KAHUKYJIbI;

3. 3amnuIrai cBO PEIyTalHIo - IEPKH €€ B UNCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, YTOOBI APYTHE MI0JIb30BATEIN BUAEIIN, UTO ThI 3arpyKaers? ITogymaii, mpex/ie uem
YTO-TO OIMYOJIMKOBATh, HAIIKCATD U 3aTPy3UTh;

4. Ecii Thl TOBOPHUIIIB C JIIOABMU, KOTOPBIX He 3HAEIIb, HE UCIIOJIb3YU CBOE PEAIbHOE UM
U IPYTYIO JINUHYI0 MHOPMAIIMH: UMsI, MECTO KUTEJILCTBA, MECTO yUeObl U ITPOYeE;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie THI N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIEIUTH TBOE MECTOIO0JIOKEHUE;



6. IIpu perucrpamnuu B COIMAIBHOU CETH HEOOXO0ITMO UCIOIb30BaTh CJIOKHBIE TTAPOJIH,
cocrosIye u3 OykB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. IJIsT coruasibHON CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BATh Pa3HbIE
maposin. Torma ecyim Tebs B3JIOMAOT, TO 3JI0YMBINIEHHUKH TIOJIy4YaT JTOCTYH TOJIBKO K
OTHOMY MECTY, a HEe BO BCe cpasy.

AJIEeKTPOHHBIE J€HbI'U

SHeKTpOHHbIe A€HbI'l - 3TO OYE€HDb y,IlO6Hblﬁ crrocob H]IaTe)KefI, OJHAKO CYIIECTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT IIOJIY4HUTb 3TU JE€HbI'U.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3d 3TOI'O BO MHOTHX
TOCyaAapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHu GYHKIIMOHHPYIOT U O HUX Y3Ke IIPOIMCAHO B 3aKOHE, T/ UX Pa3JeIsaioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcsi IPOBOJUTH oOlepanuu 0e3 uAeHTUGUKAIUMH
II0JIb30BaTe/IA, a B HEAHOHUMHBIX UAEeHTH(UKAIUA II0Jb30BaTeNs  SIBJISETCS
00s13aTeJIbHOM.

Takoke ciefyeT pasjinyarh 3J€KTPOHHBIE (pUaTHbBIE JIEHbI'M (PaBHBI rOCY/IaPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBsku K cuery MOOWIBHBIN TesieOH. DTO caMblil yZOOHBIA U OBICTPHINA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesieOH TIOMOKET, eCJTU 3a0yAeIb CBON
IJIaTEXHBIN TapOJIb UJIN 3aUi/ielllb Ha CAaWT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcrosib3y#i ofiHOpa3oBbie mapoJiu. [1ocsie mepexoia Ha yCHIEHHYI0 aBTOPHU3AIiio Tebe
ysKe He Oy/IeT yIpo2KaTh OIIACHOCTDb KPaskH MJIU IIepexBaTa IJIaTEKHOTrO [apoJis;

3. Beibepu ciiokHBIM maposib. [IpecTymmHHMKaM OyfeT He MPOCTO yraZjaTh CJIOMKHBIN
naposib. HaziesxHble maposiy - 9TO 1Mapojiy, KOTOpble cojiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s1 CTPOUHBIE U ITPONHCHBIE OYKBBI, ITU(PHI K HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JioJuiapa, GyHTa, BOCKJIUIATeIbHbIN 3HAaK U T.Il. Hampumep, $tRong!;;

4. He BBOIM cBOM JIMUHBIE TaHHBIE HAa caliTaX, KOTOPHIM HE JOBEPSEIIIb.
AJIeKTPOHHAA MoYTAa

DIeKTPOHHASA MOYTA - 9TO TEXHOJIOTHUSA U MPeIoCTaBisseMble €0 YCIIYTU MO ePEChUIKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIEHUN, KOTOpble pacHpefessaioTcd B KOMIbIOTEPHOU
cetu. OOBIUHO 5JIEKTPOHHBIA TIOYTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BAaTEIsI@UMS_JIoMeHa. Tak:ke KpoMe Iepe/iladuul MPOCTOr0 TEKCTA, UMEeeTCs
BO3MOXKHOCTbH TIepe/IaBaTh PauIbl.

OcCHOBHBIE COBETHI 110 6e301acHOM paboTe ¢ 5JIEKTPOHHOM MOYTOMU:

1. Hazo BrIOpaTh mMpaBUJIbHBIA OYTOBBIN cepBuc. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
IePBbII B PEUTHHTE;

2. He ykaspIBali B JINYHOU ITOUTE JIMUHYIO WHpOpManuw. Hampumep, yiydiiie BHIOPATh
"My3bIKaIbHBIV__(paHaT@" mim "pok2013" BmMecro "Tema13";



3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTZ[a IOMHMO HapOoJIsi HY?KHO BBOJUTD
KO/JI, IpUChLIaeMbIH 110 SMS;

4. Bpibepu CJIOKHBIN Taposib. JIJi KaKOTO ITOYTOBOTO SIIIHKA JOJKEH OBITh CBOU
Ha/IEeXKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnonb3yil HECKOJIbKO IOYTOBBIX AITUKOB. IIepBbIil JJIi 4aCTHOU IEPENUCKU C
azipecaTaMu, KOTOPBIM ThI JOBEPSEITb. TO 3JIEKTPOHHBIHN aJipec He HaJl0 NCII0JIb30BaTh
P perucTpanuu Ha GopyMax U cauTax;

7. He oTkpbIBali aliyibl U APYTHE BJIOXKEHHS B IMHUChMaX, Jla’Ke €CJIM OHU MPUIILUTH OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu auibl;

8. ITocsie okoHYaHMS pabOThI HA TOUYTOBOM CEPBHCE IIE€PE]T 3aKPHITHEM BKJIA/IKU C CAUTOM
He 3a0y/b HaXkaTh HA "BeridTu".

Knﬁepﬁymlnnr HJIN BUPTYAJIBbHOC N3A€BaT€C/JIbCTBO

KubepOysutiHT - mpecijieJoBAaHHE COOOINEHUSMH, COZEPIKAIUMU OCKOpOJIeHUs,
arpeccuio, 3aIlyTUBaHWE; XYJIUTAHCTBO; COI[UAIbHOE OOMKOTHPOBAHME C IOMOIIBIO
Pa3IMYHBIX UHTEPHET-CePBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He 6pocatics B 601i. JIyumuii cmoco6: OCOBETOBAThCS KaK cebsi BECTH U, €CJTH HET TOTO,
K KOMYy MOKHO OOpaTUTBhCA, TO BHaYaje YCIOKOUTHCA. ECIU ThI HAYHEIb OTBEYaTh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHHSI, TO TOJIBKO ellle 00JIbIlle Pa30skKelllb KOH(IUKT;

2. YrpasJisai cBoel KubeppelyTauen;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIJ_IGCTBYIOT CIIOCOOBI BBIACHUTBH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYJIbHOU KU3HU. VIHTEpHET (PUKCUPYET BCe
TBOU JIEUCTBUS U COXPAHAET UX. YIATUTDh UX OyZleT KpaliHe 3aTPy/IHUTEIHHO;

5. Cobutroait CBOI0 BUPTYJIHHYIO YECTh CMOJIOZY;

6. UrHopupyii ennHUYHBIN HeraTuB. OZHOPa30BbIE OCKOPOUTETBHBIE COOOIIEHUS Iy UIIIe
urHopupoBaTbh. OOBIYHO arpeccus IpeKpalaeTcsa Ha Ha4YaJIbHOHU CTaiuy;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSIMHE, B COITUAJIBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEeHHbBIX a/IPECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBou JleCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/ioBaTesisA, MOKa3aTh €My, 4YTO €ro JIeHMCTBHS OIIEHUBAIOTCA HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 ¢aKTe arpeCcCUBHOTO MOBE/IEHUS B CETH.

MooOuiibHBIN Tes1edOoH

CoBpemenHble cMapTdOHBI U IUIAHIIETHI COZEpKaT B cebe BIIOJIHE B3POCJIBIN
(pyHKIIMOHAJI, U TeTIepbh OHU MOTYT KOHKYPHPOBATh CO CTALlMOHAPHBIMU KOMIIBIOTEPAMU.



OnmHako, CpeACTB 3aIUTHI JIJIA IMOIO0OHBIX YCTPONCTB MOKAa OUeHb Majio. TectupoBaHue 1
TIOUCK YSI3BUMOCTEN B HUX ITPOUCXOJIUT HE TaK MHTEHCUBHO, Kak /i [IK, To xe camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.

CoBpeMeHHbIE MOOMJIBbHBIE Opay3€ephl y:Ke MPAaKTUUECKH JOTHAIN HACTOJIbHbIE aHAJIOTH,
OTHAKO pacirupeHne (pyHKIIMOHAIA BJeYeT 32 COO0H OOJIBIIYIO CJIOKHOCTDh M MEHBIITYIO
3aIUIIEHHOCTb.

Jlajieko He Bce IIPOU3BOJIUTEN BHIIIYCKAIOT OOHOBJIEHU, 3aKPhIBAIOIINE KPUTUUECKUE
YA3BUMOCTHU JJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /151 6€30MacHOCTH MOOMIIBHOTO TesiedpoHa:

Hwuuero He sBJIsieTcs MO-HacToAIEMY OecriaTHBIM. By/ib ocToposkeH, BeZlb Korzia Tebe
MpejiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIATHBIE
yCiIyruy;

Jymaii, npexae uem otapaBuTh SMS, doto wiu Bugeo. Tol TOUHO 3HAEIITD, T7ie OHU Oy TyT
B KOHEYHOM HUTOre?

Heob6xo11M0o 0OHOBJIATH ONIEPAIIOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Hcnosb3yii aHTUBUPYCHBIE TPOTPAMMBI 711 MOOUJIbHBIX Tesie()OHOB;

He 3arpyxaifi IpuaoKeHHUsI OT HEM3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocse Toro kKak Thl BBIUJENIb C CaKlTa, I7le BBOAWI JUYHYIO MH(OpMAIUIO, 3al1 B
HaCTpOUKHM Opaysepa M yjaiu cookies;

[Tepuoguyecku IpoBepsl, Kakue MJIaTHbIe YCIIYTU AaKTUBHPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOM HOMepP MOOHMIBHOTO TesieOHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
JI0BEpsElIb;

Bluetooth gomkeH OBITH BBHIK/IIOUEH, KOT/[Aa ThI MM He I0JIb3yelnbcs. He 3a0bIBaii mHOTAA
MIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBAaTbIBAWOIIUE pa3BJedYeHUs,
00beIUHSIONINE COTHU THICSY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]aHUs, CPA’KAIOTCA C MOHCTPaAaMH U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT /AUCK, OIIAUYUBAIOT
a0OHEMEHT WU MPUOOPETAIOT KAKUe-TO O .

Bce oTtu cpezcrtBa uAyT Ha NOAJEepKaHME M pa3BUTHE UTPHI, a TaKKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUYH
(1mudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX HUI'paX CTOHUT OIlaCaTbCA HE CTOJIBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXXH
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOpHU3allA OOJIBIIINHCTBA urp.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:



1. Ecstu gpyroii urpok BezieT cebs II0X0 WK co3/1aeT Tebe HePUATHOCTHU, 3a0JI0KUpYH
€T0 B CIIFICKE UTPOKOB;

2. Iloxasnyiica aZMUHHUCTPATOpaM WIPHI Ha IUIOXOE IIOBEJAEHHE HTOTO WUTPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykaspiBaii inuHy0 nHpOpMaIuio B mpodariie Urpshl,
4. YBaXkall Ipyrux y4aCTHHUKOB 110 UTPE;

5. He ycranaBinBail HeoduIuaabHbIe TATYU U MOJIBI;

6. Mcnosib3yli cj10:KHbBIE U Pa3HbIE IAPOJIH;

7. ,Z[axce BO BpEMA UI'DbI HE CTOUT OTKJIIOYATb aHTUBHUPYC. IToka TBI urpaenib, TBOM
KOMIIBIOTEP MOT'YT 3apPa3HThb.

POUIINHT WIN Kpaxa TUIHbIX JaHHBbIX

OOBIYHOHM Kpakell JIeHer U JIOKYMEHTOB CErojHs y»Ke HHUKOrO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUU 3JI0YMBIILIEHHUKN TEPEMECTHUINCh B UHTEPHET, U
MPOI0JIKAIOT 3aHUMAThCA "JTIOOUMBIM " J1€JTOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (DUIITUHT, TJIaBHASA 11€JTb
KOTOPOTO COCTOUT B IIOJIyUeHUH KOH(PUAEHITUATBHBIX JAHHBIX MI0JIb30BaTe e - IOTHHOB
1 mapoJieii. Ha anruiickom sizeike phishing yurtaercs kak ¢pummusr (ot fishing - ppioHas
JIOBJIA, password - mapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIIITHTOM:

1. Ciemu 3a CBOMM akKKayHTOM. Eciu Thl IOJ03peBaelllb, YTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATDH €€ U COODIIUTHh aIMIHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpPEE;

2. Mcniop3yit 6e30macHble BEO-CAUTBI, B TOM YHCJIE, UHTEPHET-MAara3uHOB U IIOUCKOBBIX
CHUCTEM;

3. Mcnomnp3yii c103kHbIE U pa3Hble mapoyu. Takum o6pa3oMm, ecyiu Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY OJIy4YaT JIOCTYII TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Ecoiu Te6s1 B310OMasiu, TO HEOOX0UMO MPEAYIIPENUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
7100aByIeHBI y TeOS B APY3bIX, O TOM, UTO TeOsI B3JIOMAJIN M, BO3BMOKHO, OT TBOET'O UMEHH
OyzeT pacchLIaThbCs ClIaM U CChIKM Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBH HaziexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTK/II0YM COXpaHEHUeE MapoJisi B Opaysepe;

7. He oTkpbiBall ailyibl U APyrue BJIOXKEHUS B MUChMAaX, JaKe €CJIM OHU MPUIILINA OT
TBOUX JIpy3el. JIydile yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (aiiibl.

IIundposas penyranusa

I_II/I(l)pOBa_H peEnyranuAa - 9TO HeraTuBHAA WJIN IIO3UTHUBHAA I/IH(I)OpMaIII/IH B CeTHU O Tebe.
KOMHpOMeTI/IPYIOIIIa.H I/IH(I)OpMaIII/IH, pa3sMeEllleHHaA B MHTEPHETE, MOXET CEPbE3HbIM



00pa3oM OTpa3uThbcs Ha TBOeU peasbHOU xkusHU. "L{udpoBasd pemyranusa" - 3TO TBOU
UMUK, KOTOPBIN hopMupyercs u3 nHGopMamnuu o Tebe B MHTEPHETE.

TBOe MecTO KUTeIbCTBA, yueObl, TBOe (GUHAHCOBOE M0JI0KEHNEe, 0COOEHHOCTU XapaKTepa
1 pacckasbl 0 OJIM3KUX - BCe 3TO HaKaIllJINBaeTcsA B CETH.

MHorue IOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAIINY JIMYHOU WH(POPMAIUH B
HuTepHETE, HE TOHUMASA BO3MOKHBIX IMOCJIEACTBUI. ThI 1laske HE CMOJKEIb JOTaAaThCs
0 ToM, 9TO poTorpadusi, padMeIleHHAas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a IPUHSATH
Tebs1 Ha paboTy.

KommMmeHnTapuu, pasmeiieHue TBoux ¢ororpaduili u Apyrue JIeHCTBUS MOTYT He
HCYE3HYTh JlaXKe TOCJIe TOTO, KaK Thl UX YAAJIWIIb. Thl HE 3HAEllb, KTO COXPAHUJ 3Ty
nHGOPMAIIHIO, IT0I1aJIa JIU OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, A TJIABHOE:
YTO TOJYMAIOT O Tebe OKpy:Kalolue JIIO/IM, KOTOpble HAWAYT U yBUIAT 3To. Halitu
“H@OpPMALIO0 MHOTO JIET CIIyCTA CMOKET JII000# - KaK U3 J00PBIX MOOYKIEHUM, TaK U C
HaMepeHUEeM IPUYUHUTH BpPeJ. ITO MOKET OBITh KTO YTOZHO.

OCHOBHBI€ COBETHI 110 3aLIUTE HU(PPOBON penmyTaluu:

1. ITogymaii, mpesk/ie 4eM 4YTO-TO IIyOJIMKOBAaTh W IlepejlaBaTh y cebs B OJiore Wid B
COITMAJIBHOHU CETH;

2. B HacTpoiikax Mpoduis ycTaHOBH OTPaHUYEHHS Ha IIPOCMOTP TBOETO IPOGUIIS U €T0
COJIEP>KUMOTO, C/IeJIai ero TOJIbKO "It Apy3ein’;

3. He pa3mernaii u He yKasbiBail HHGOPMAIINIO, KOTOPas MOKET KOro-11ub0 0CKOPOJIATD
WJIA OOUKATD.

ABTOpCKOE IPpaBoO

CoBpeMeHHbIE IIIKOJbHUKHA - AKTUBHBIE ITOJIB30BATEIN ITU(PPOBOTO ITPOCTPAHCTBA.
O/THaKO JTAJIEKO HE BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOKHOCTSIMH IU(PPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPAaB Ha UHTEJIEKTYIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTyalbHAsE COOCTBEHHOCTH' OTHOCHUTCSA K PA3JIMYHBIM TBOPEHUIM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pETEHWI W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha IPOAYKTbI W YCJIYTHM, W 3aKaHUMBasg KHUTaMU, Qotorpadusamu,
KUHOGWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IeHUAMMU.

ABTOpCKHE IpaBa - 5TO IpaBa Ha UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA TPOU3BEEHUS
HayKH, JIUTepaTypbl U UCKYyCCTBA. ABTOpPCKUeE IpaBa BBICTYIIAIOT B KauecTBe rapaHTUU
TOTO, UYTO NUHTEJJIEKTYaIbHBIN/ TBOPUECKUH TPYZ, aBTOPA He Oy/IeT HAlIPACHBIM, JACT eMy
CIIpaBe/JIUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3yJbTaTaX CBOEro TPyZa, IMOJIYIUTb
HU3BECTHOCTH U NpusdHaHue. HUKTo 6e3 pa3perieHus aBTopa He MOXKET BOCITPOU3BOJIUTH
€ro TPOW3BENEHUEe, PACIPOCTPAHAThH, IyOJIUMYHO JAEMOHCTPHPOBATh, IPOAABATH,
HMIIOPTUPOBATh, MyCKaTh B IMPOKAT, IIyOJIUYHO UCIIOJHATH, TOKA3bIBATh/HUCIIOJHATH B
a¢upe nim pazmemaTts B IHTEpHETE.

Hcnosip3oBaHue "MHUPATCKOTO" IPOTPAMMHOTO 0becrieueHus1 MOKeT IPUBECTU K MHOTUM
pUCKaM: OT IOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 0JIOKUPOBKU TBOETO YCTPOMCTBA, IJie
yCTaHOBJIEHA HeJIerayibHasA mporpamma. He cTouT Takske 3a0BIBATh, UTO CYIIECTBYIOT
JieTayibHbIE U OecIUIaTHBIE IPOTPaMMbl, KOTOPbIE MOKHO HAUTH B CETH.

O mopraJe



CereBUUOK.pd - TBOW IJIABHBIA COBETYMK B CETU. 37IeCh THI MOXKEIb Y3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3bIKOM, a IMPHU BO3HHUKHOBEHHUU
KPUTHYECKOU CUTYaIlu OOPAaTUTHCA 3a COBETOM. A TaKKe IPUHATH yUacTHe B KOHKypcax
U CTaTh CaMbIM ITUDPOBHIM I'PAKAAHUHOM !

IIprnoxenue N 3

[Tpunoxkenue 3. [lamaTka 71 pogurtesneit 06 MHGOPMAIMOHHON 6€30TaCHOCTH IeTeN
Onpenenenne TepMuHa "wWHOpMaINMOHHAs 0Oe30MacCHOCTh JIeTed'' COAEpIKUTCS B
denepanpHoM 3akoHe NO 436-P3 "O zamure gereli oT UHOOPMAIIUHU, IPUYHHAIOIIEHA
BpEJl UX 3JI0POBBIO U PA3BUTHIO", PETYIUPYIOIIUM OTHOIIEHUS, CBA3aHHbIE C 3AIUTON
neTel oT nHGOPMAaIUH, IPUUHHSIONIEN BPe/I UX 37I0pOBbI0 U (1K) pa3Butuio. CorsiacHo
JTAaHHOMY 3aKOHy 'WH(OpManmOHHass 0e30IacHOCTh JIeTeld' - 5TO COCTOSTHUE
BAIAINEHHOCTH, HPHU KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBIH C IIPUYHHEHUEM
nHboOpMaIuell Bpeia uX 370pOBbI0 U (1K) GU3HNIECKOMY, IICUXHIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wunHdopmaruei, NPUUUHAIONIEN Bpes
3710POBBIO U (MJIN) Pa3BUTHIO JIETEH, ABJISETCS:

1. ”HDOpMAIHA, 3aIpelleHHast I/I paCIIPOCTPaHEHUsI CPETU JIETEH;

2. uHdopmaIlus, pacrnpocTpaHeHue KOTOPON OTrpaHUYEHO CPEeU JIETeN ompeaeIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. Kuadopmanuu, 3anpemieHHOU Jj1 pacCIpOCTpaHeHUs cpefu JeTeld, OTHOCUTCA:

4. nHopManusa, noby:Kaarmas JleTeld K COBEPIIEHUIO JeWCTBUU, MPEACTABIISIONINX
yIpo3y WX KU3HU U (WIN) 370POBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 37I0POBBIO,
caMOyOUHCTBY;

5. CIOCOOHOCTH BBI3BATh y JleT€Hd >KeJIaHHEe YIOTPEOUTh HAPKOTHUUYECKHE CPECTBA,
TICUXOTPOITHBIE U (MJTH) OJTypMaHHUBAIOIINE BEIECTBA, TAOAUHBIE U3/EJIHs, AJTKOTOJIbHYIO
U CITUPTOCOJIEPIKAIIYIO ITPOAYKITHIO, ITUBO M HAIIUTKH, U3TOTaBJINBaeMbIe Ha €T0 OCHOBE;
MPUHATH yJYacTUE B a3apTHBHIX UTPaX, 3aHUMAThCSA IIPOCTUTYIHEH, OPOAsSKHUUYECTBOM
T TTOTIPOIIaHUYECTBOM;

6. 000CHOBBIBAIOIIAS UJIH OIIPAB/IBIBAIOIIAS JIOIYCTUMOCTD HACYJTHS U (MJTH) KECTOKOCTU
b0 mOOYK/AIoIas OCYIIECTBJIATh HACHUJIBCTBEHHBIE JIEMCTBUS IO OTHOIIEHUIO K
JIIOZISIM U KUBOTHBIM;

7. OTPHUIIAIONIASA CEMEHHbIe IeHHOCTH U (GOPMHUPYIONIAsa HeyBaXKEHUE K POAUTENISIM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompaszpIBaoIas IPOTUBOIIPABHOE ITOBE/IEHUE;
9. coZiepiKallas HelleH3ypHYIo OpaHb;
10. cozieprkaliasg nHQopMaIuio nopHorpadruIeckoro xapakrepa.

K undopmariun, pacnpocTpaHeHne KOTOPO OTpaHUYEHO CpeJiu JileTel onpesieIEeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uadopMaIus, IpeCcTaBiaseMass B BUAe U300paskeHHsA WIH OIHCAHUS >KECTOKOCTH,
¢usnyeckoro u (MIM) IICUXWUYECKOTO HACHIWS, MPECTYIUIEHUs WJIH HHOTO
aHTHUOOIIECTBEHHOIO JEeHCTBUA;
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2. BBI3BIBAIOIIAA y JleTel CTpaX, y:Kac WIN MAaHUKYy, B T.4. IpeJiCTaBjisieMas B BUE
U300pakeHusT WU OIMCAHUA B YHIDKAIONIEW 4YeJIOBeUecKoe JIOCTOMHCTBO ¢dopme
HEHACWIBCTBEHHOU CMePTH, 3a00IeBaHNsA, CAaMOYOUNCTBA, HECUACTHOTO CJIydasi, aBapuu
WJIK KaTacTpO(dbI U (MJIM) UX MTOCIIEJICTBUM;

3. mpejcTaBsieMasi B BU/ie N300pakKeHUsA WJIU ONUCAHUS IMOJIOBBIX OTHOIIEHUH MEXKITY
MY?KYHMHOH U JKEHIITUHOM;

4. coflepkainas OpaHHbIe cJI0Ba U BhIPaXKeHU, He OTHOCAIHecs K HelleH3ypHOU OpaHu.

C yueroMm sTOorO Bam mpezararorces mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtozieH1e KOTOPBIX MMO3BOJIUT obecreunTh
nHGOPMAIIMOHHYI0 6€30ITaCHOCTD BAIIIUX JIETEM.

OO01mue nmpaBwia /ISl poauTesie

1. HeszaBucumo oT Bo3pacta pebeHKa WCIOJB3YHTE IIPOTPAMMHOE obecreuyeHue,
nomoraroiee GUIBTPOBATh U KOHTPOJMPOBATH WHGOpPMAIIUIO, HO He IoJaraiTech
TOJTHOCTHIO Ha Hero. Bame BHMMaHMe K peOEHKY - TJIAaBHBIA METO/] 3aIIIUTHI.

2. Ecytu Baimn pebeHOK MMeeT aKKayHT Ha OJJHOM U3 COIUaTbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.I1.), BHMMAaTEJIbHO H3YYHUTE, KAKyI HH(POPMAIHIO
MIOMEIIAIOT €r0 YYACTHUKHU B CBOUX MPOoGUWIAX U byiorax, BKaoudasa pororpaduu u BUEO.

3. IIpoBepbTe, ¢ KaKUMU JPYTUMH CAaWTaM{ CBSI3aH COITMAJIBHBIN cepBUC Barmero
pebenka. Ctpannuku Barero pebeHka MoTyT ObITh 0€30TaCHBIMU, HO MOTYT U CO/IEPKATh
CCBUIKHM Ha He’KeJlaTeJIbHbIe M OIAaCHbIe CAaWThl (HAIpuMep, MOPHOCAWT, WA CAUT, HA
KOTOPOM JpyT YIIOMHHAaeT HOMepP cOTOBOro TesiedoHa Bamrero pebenka wau Barm
JIOMAIITHUH afipec).

4. IToompsiiiTe Bamux geret coobmaTs 060 BCeM CTPAaHHOM WJIM OTTAJIKUBAIOIEM U He
CJIUIITKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JeJaloT (M3-3a OmaceHus MOTEPATD IOCTYII
K HHTepHeTy JleTH He TOBOPAT POAUTENSAM O IpobjeMax, a TaKKe MOTYT HadaTb
HCIOJIb30BaTh VIHTEpHET BHE IOMA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol *ku3HU Bamero pebenka. VHTEpecylTech, KTO UX JAPY3bs B
VIHTepHET TakK ke, KaK NHTEPECYETECh PEATIBHBIMU JIPY3bsIMHU.

Bospacr ot 7 1o 8 et

B MHTepHeTe pebEHOK CcTapaeTcsl MTOCETUTh Te WUJIM MHbIE CAUTHI, & BO3MOYKHO U YaThl,
paspellleHre Ha IOCEIeHWe KOTOPBIX OH He MOJIydus Obl OT poauteseii. ITosatomy
ponuTensaM OCOOEHHO TIOJIe3HbI OyAyT Te OTYeThbl, KOTOPbIE IIPEIOCTABJISAIOTCS
IporpaMMaMu II0 OTPaHWUYEHUIO HWCHOJb30BaHus IHTepHera, T.e. PomuTesbcKui
KOHTPOJIb WJIN TO, YTO BbI CMOJKETE YBUJIETH BO BpeMeHHBIX (paitmax. B pesysibrare, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 3a HUM BeJIeTCsA IMOCTOSHHBIM KOHTPOJIb, OJIHAKO,
poxnutenu OyAyT IO-TIPEKHEMY 3HATh, KaKWE€ CAUTHI IOCEIaeT nux pebeHOK. /letw B
JTAHHOM Bo3pacTe 00J1a/Ial0T CHJIbHBIM YYBCTBOM CEMbH, OHHU JIOBEPUYMUBHI M HE
COMHeBaloTcs B aBToputeTax. OHU JIFOOAT UTPaATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH 11O
M HTEepHETY, WCHOJIb3ys 3JEKTPOHHYIO IIOYTY, 3aXOJIMTh Ha CaWThl W 4YaThl, He
PEKOMEH/IOBaHHbBIE POAUTEISIMH.

Coserbl 110 Oe30macHOCTH B ceTu VIHTEepHeT 114 AeTel 7-8 et



1. Co3maiiTe CIMCOK JOMAIITHHUX MIPaBUJI MOCeeHns VIHTepHeTa MPU yYaCTUH JIETEU U
TpeOyiiTe ero BHITIOTHEHUS.

2. TpeOyitte oT Bamiero pebenka coOJiroieHUsI BPEMEHHBIX HOPM HAaXOXJIEHUsS 3a
KoMIpioTepoM. [lokazkuTe pebeHKy, uTo Bl Habr0Aa€eTe 32 HUM He TOTOMY UTO Bam 5T0
XoyeTcs, a MOToMy 4TO Bbl OecriokouTech 0 ero Ge30MIaCHOCTH U BCerja TOTOBBI eMy
IIOMOYb.

3. KommpioTep ¢ nmoaxiroueHueM Kk VTHTEPHETY /TIO/KEH HAXOAUTHCA B 00IIEel KOMHATE
10/l IPUCMOTPOM POJAUTENIEN.

4. I/ICHOJIBBYI‘/)ITG Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIIITHBI.

5. Mcniosnp3yiiTe cpezicTBa OJIOKMPOBAHUS HEXKEJIATeIbHOTO KOHTEHTA KaK JIOTIOJIHEHHE K
cTaHZIapTHOMY PofuTeIhckoMy KOHTPOJTIO.

6. CosmaiiTe ceMeHHBIA BJIEKTPOHHBIN SAIIUK, YTOOBI HE IIO3BOJIUTH JETAM HMETh
coOCTBEeHHBIE ajipeca.

7. BraokupyiiTe mocTymn K caiiTaM ¢ OeCrlaTHBIMU IMOYTOBBIMU SIIMKAMU C TIOMOIIBIO
COOTBETCTBYIOII[ETO IPOTPAMMHOr0 0OecredeHus.

8. Ilpuyuure pnereil coBeToBaThCsi ¢ Bamu mepes; omyOJIMKOBaHMEM KaKOU-IHOO
MHGOPMAIIMU CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETHCTPAIMOHHBIX GOPM U
npoduien.

9. Hayuure fiereii He 3arpy»atb ¢ailisl, IPOrpaMMbl MJIU MYy3bIKY 6€3 Balllero coriacusl.
10. He paspemaiitTe AeTAM HCIIOJIB30BATH CIIy:KObI MTHOBEHHOTO 0OM€eHa COODIIEeHUSI M.

11. B "GespIil" crIMCOK caliTOB, pa3pelleHHBIX JJIs MOCEIIEeHNs, BHOCUTE TOJIHKO CANTHI C
XOpOIIIeN pernyTanuen.

12. He 3abpIBaliTe OecesioBaTh C IETbMU 00 UX ZIpy3bsix B VIHTEepHeETe, Kak eciu Obl peub
712 O APY3bsIX B PeIbHOU KU3HU.

13. He gesatite "taby" u3 BOIIPOCOB IMOJIOBOH JKU3HU, TaK Kak B VIHTepHeTe AEeTH MOTYT
JIETKO HAaTKHYThCSA Ha TOPHOTPAdUIO UJIN CAUTHI "1 B3POCIIBIX .

14. Ilpuyuyure Bamero pebeHka cooOmaTh BaM O JIIOOBIX yTrpo3axX WM TPEBOTAX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBaliTECh CIIOKOMHBIMY U HAITOMHHTE JIETSIM, YTO OHU B
0€30IIacCHOCTH, €CJIM CaMH paccKa3ajd BaM O CBOUX TpeBoraxX. [loxBaiure uUX u
IIOCOBETYUTE MTOIOUTH €Ille Pa3 B MOJTO0HBIX CIIydasiX.

Boapacr gerei oT 9 10 12 JIeT

B nanHOM BO3pacTe AeTH, KaK MPaBUJIO, y:Ke HAC/BIIIAHBL O TOM, Kakass uHGpOpManus
cymectByer B VHTepHeTe. CoBeplIEHHO HOPMaJIbHO, YTO OHHM XOTAT 3TO YBUJETH,
IIpoYecThb, ycJablmaTh. IIpy 5TOM HyKHO IIOMHHUTB, YTO JOCTYI K HeKeJaTeJIbHBbIM
MaTepuajiaM MOKHO JIerKO 3a0JIOKMpOBaTh HPU IOMOIIN CPEACTB PoauTesbcKoro
KOHTPOJIA.

CoBeThlI 110 6€30IMaCHOCTH JJISA IETEH OT 9 /10 12 JIeT

1. Co3paiiTe COMCOK JIOMAIIHUX IIPaBWJI IocellleHUs1 VHTepHET NpU y4acTuU JeTell u
TpeOylTe ero BHITIOJTHEHUS.



2. TpeOyiiTe oT Bamrero pebeHka co0I0IeHUA HOPM HaXO0XK/IEHUS 32 KOMITBIOTEPOM.

3. HaGmopaiiTe 3a pebeHKOM IIpu paboTe 32 KOMIIBIOTEPOM, MOKAKUTE €My, UTO BbI
OecroKoUTeCh O ero 6€30IaCHOCTH U BCer/ia TOTOBBI OKa3aTh €My ITOMOIIIb.

4. KommploTrep ¢ mosikiroueHreM B VIHTEpPHET /T0JI?KeH HaXOAUThCA B 00T KOMHATe IO/
IPUCMOTPOM POJUTEJIEN.

5. HCHOHBSYﬁTe cpeacTtsa 6J'IOKI/IpOBaHI/I}I HEeXeJ1aTeJIbHOI'O KOHTEHTA KaK JOIIOJTHEHHE K
CTaHAAPTHOMY PO,HI/ITeJIbCKOMy KOHTPOJIIO.

6. He 3a06p1BaliTe IPpUHUMATh HEIIOCPEACTBEHHOE yUACTHE B JKHU3HH peOeHKa, Oece/l0BaTh
¢ metbMu 00 UX Ipy3bsix B FIHTepHETeE.

7. HacrauBaiiTe, 4TOOBI JIETH HUKOT/IA HE COTJIAIIAIUCH HAa JIMYHbBIE BCTPEUH C IPY3bIMH
o UurepHery.

8. Tlo3BosisifiTe JETAM 3aXOAUTh TOJIBKO Ha CAaUThI U3 "0eJIoro" CIHCKAa, KOTOPBIN
co3ZlaliTe BMECTe ¢ HUMHU.

9. Ilpuyuurte peTelli HUKOrZJAa He BBIJAaBaTh JIMYHYI0 HHQOpPMALUIO CpefcTBaMU
BJIEKTPOHHOM IOYTBHI, YaTOB, CHCTEM MTHOBEHHOrO OOMeHa COOOIIEeHUAMU,
pervcTpanioHHbIX (OpM, JIMYHBIX Npoduiell W MPU PEerucTpaluyd Ha KOHKYPCHI B
HNHuTepHerTe.

10. [IpuyunTe feTeil He 3arpykaTh nmporpammsl 0e3 Barmero pasperienus. O0bsCHUTE
UM, YTO OHHM MOTYT CJIyYalHO 3arpy3uTh BHUPYChl WJIH JPYroe HeXKeJIaTeJTbHOe
IporpaMMHOe obecIteueHue.

11. Cospaiite Bamemy pebeHKYy OTrpaHWYEHHYIO YYETHYIO 3aluch Uil paboThl Ha
KOMIIBIOTEDE.

12. Ilpuyuure Bamiero peGenka coobmiaTh BaM O JIFOOBIX Yrpo3ax WM TPEBOTAX,
cBaA3aHHBIX ¢ MHTepHeTOM. HamoMmHuTe AeTAM, 4TO OHU B 0€30IacCHOCTH, eCcay CaMH
pacckasayiy BaM O CBOUX TPEBOTaX U ONIACeHUAX.

13. Pacckaxkure fietsim o nopHorpaguu B UHTEepHEeTE.

14. HacrauBaiiTe Ha TOM, YTOOBI IETH IPEAOCTABJIAIN BaM JIOCTYII K CBOEU 3JIEKTPOHHOU
MIOYTE, YTOOBI BBl YOEIHIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsAcHUTE [eTsIM, YTO HEeJb3s HCIOJb30BAaTh CETh /IS XYJINTAHCTBA,
pacmpocTpaHeHUs CIUIETEH WX YTPO3.

Boapacr gerei ot 13 10 17 JIeT

B 3TOM BO3pacre MOAPOCTKA aKTUBHO HCIOJIB3YIOT IOMUCKOBBIE MAIIUHBI, MOJIH3YIOTCS
BJIEKTPOHHOU TOYTOH, CJIy:k0aMH MTHOBEHHOTO OOMeHa COOOIEHUSMH, CKAaYHBAIOT
My3bIKy U GuiabMbl. MajpuukamM B 3TOM Bo3pacTe 0o0Jiblile 10 HpaBy CMeETaTh Bce
OTPaHUYEHUs, OHU KAKAYT IPydOOro 10MOpa, a3apTHBIX UTP, KAPTHUHOK '"7JIs1 B3POCJIBIX .
JleBOUKM TMpeNOUYnTAIOT o00IaThcd B 4YarTax, OPH STOM OHHU Topaszo Oosee
YyBCTBUTEJIBHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBaM B IHTEpHeTe.

3avacTyio B JaHHOM BO3pacTe POAUTEJISIM y>Ke BecbMa CJIO?KHO KOHTPOJIMPOBATh CBOUX
neTel, Tak kKak 00 MlHTepHETe OHU y)Ke 3HAIOT 3HAUUTEIFHO OOJIBIIIE CBOUX POJIUTEIEN.



Tem He MeHee, He OTIIyCKauTe JeTeld B '"cBOOOmHOe IutaBaHuWe" 1Mo IHTepHeTY.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00IleHNU pebeHKa B IHTepHeTe.

BaxxHO TmO-TIpekHEMY CTpPOro coOsrozarh mpaBuia HTepHET-0€30mMacHOCTH -
coTJIallleHHEe MEK/Ty POAUTENSAMU U 1eTbMU. KpoMe Toro, He06X0AMMO KaK MOKHO Yallle
MMPpOCMaTpUBaTh OTUYETHI O JieATeJbHOCTH Jieteli B HTepHeTe. CiiemyeT oOpaTHTH
BHMMaHHE Ha HeOOXOJUMOCTh COJIep:KaHUsA POJUTENIbCKUX IMaposiedl (maposiei
aJMUHHCTPATOPOB) B CTPOrOM CeKpeTe M O0OpaTUTh BHHMAaHHE HA CTPOTOCTh 3THUX
rmapoJien.

CoBeThlI 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 A0 17 JIeT

1. CosmaiiTe CIOHCOK OMAIITHUX TMPAaBUJ IOCElleHus VIHTepHeTa IPpU Y4YaCTUH
MTOIPOCTKOB U TpebyiiTe 6e3ycJIOBHOTO €ro BbIMOJIHeHusA. OO0roBopute ¢ pebGEeHKOM
CIIMICOK 3allpelleHHbIX calToB ("JepHbIH cIucok'), dackl paboTel B IHTepHerTe,
PYKOBO/ICTBO 10 0011ieHHI0 B VIHTepHEeTe (B TOM YHCJIE B YaTax).

2. KommbpioTep ¢ NOAKIIOUEHHEM K ceTH VIHTEpHET JO/IKeH HaxOJUThCA B O0OIIeH
KOMHare.

3. He 3a0bIBaliTe Gece/ioBaTh ¢ AeTbMH 00 HX JIpy3bsiX B MIHTepHETE, O TOM, YeEM OHH
3aHATHI TAKUM 00pa3oM, OyZTO peub UET O IPY3bAX B peasbHOU knu3HU. Cipamiusaiite
0 JIIOAAX, C KOTOPBIMHU JE€TU OOIIAIOTCA MOCPEACTBOM CIy:KO MTHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCSI, UTO STU JIIOU UM 3HAKOMBI.

4. Vicnosib3yiiTe cpesicTBa 0JIOKMPOBAHUS HEXKEIATETPHOTO KOHTEHTA KaK JOTIOJTHEHHE K
cTaHJIapTHOMY PouTeIhcKOMY KOHTPOJTIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU IMOJIB3yIOTCA Bamm aetu. IloompsiiTe
HCIOJIb30BaHUE MOJIEPHPYEMBIX YaTOB W HacTawMBaWTe, UTOOBI JIETH He OOIIAINUCh B
IIPUBATHOM PeKUMeE.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETU HUKOT/IA HE BCTPEYAIHUCH JIMIHO C APY3bSIMH U3 CETH
HNuTepHer.

7. [Ipuyuunre feTeli He BbIAABATh CBOIO JIMUHYIO HH(POPMAIHIO CPEICTBAMU 3JIEKTPOHHOMN
MOYTHI, YaTOB, CUCTEM MTHOBEHHOTO 0OMeHA COOOIEHUAMH, PETUCTPAIIMOHHBIX (HOPM,
JIMUHBIX TpoduIed U IPU perucTpanuu Ha KOHKypchl B IHTepHeTe.

8. [Ipuyuunrte meTeli He 3arpy»KaTh IIporpaMmsbl 6e3 Bairero paspemnierus. OObsICHUTE UM,
YTO OHH MOTYT CJIYYalHO 3aTPy3UTh BUPYCHI HJIN APYTO€ HeXKelaTeIbHOE IPOrpaMMHOe
obecrieueHue.

9. Ilpuyuute Bamero pebGeHka cooOmaTh BaM O JIIOOBIX yrpo3axX WA TPEBOTaX,
cBsa3aHHBIX ¢ MHTEepHeTOM. HamoMmHuuTe /eTsiM, 4TO OHU B 0GE€30IaCHOCTH, €CJIM CaMH
pacckasaim BaM, O CBOHMX YTPO3aX WJIM TpeBorax. I[loxBajiuTe uxX U MOCOBETYITE MOIONTH
elrfe pa3 B MOJIOOHBIX CIyJasX.

10. Pacckaxkute getssm o nopHorpaduu B MHTepHeTe. [ToMoruTe MM 3alIUTUTHCA OT
ctama. Hayuure mnoapocTkOB He BbIZIaBaTh B LVIHTepHeTe CBOEro peajibHOIro
9JICKTPOHHOTO aJipeca, He OTBedaTh Ha HeKejaTeJbHble NMHCbMAa M HCIOJb30BaTh
crernajabHble TOYTOBbIE (DUIIBTPHI.

11. [Ipuyuunre cebs1 3HAKOMUTBHCA C cCAiTaMU, KOTOPbIE IOCENIAIOT HOIPOCTKHU.



12. HayuwnTe eTeli yBakaTh JPYTHUX B UHTEpHETe. YOeaUTeCh, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIIEro MOBeIeHUs AeHCTBYIOT Be3Je - Ja’Ke B BUPTYJIbHOM MUPe.

13. OObsicHUTE AeTsAM, UTO HU B KOEM CJIydyae HeJb3s HCI0JIb30BaTh CeTh It
XYJIMTAHCTBA, PAaCIPOCTPAaHEHUS CIUIETEH WJIN YTPO3 APYTUM JIIOAAM.

14. O6cyauTe ¢ TOAPOCTKaMU TPOOJIEMBI CETEBBIX a3aPTHBIX UTP U UX BO3MOKHBIN PHCK.
HamomHwuTe, 4TO 1IeTH HE MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocToAHHO KOHTPOJIUPYHTE ucnoiab3oBaHue MHTepHera Bamum pebGenkom! 310 He
HapyIIeHHe ero JIMYHOTO IPOCTPAHCTBA, a Mepa IPEOCTOPOKHOCTU U IPOSBJIEHHE
Barmeit poanTesIbCKON OTBETCTBEHHOCTH U 3a00THI.
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